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The digital revolution is built on data

Most economic activity will depend on data within a decade
Potential of the data-driven economy
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Data is vital for innovation, new products & services

) (2 (B) (¢

health food resource energy geospatial smart cities smart civil protection or
security efficiency management data agriculture disaster management
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Data protection rules are the foundation of the EU data
economy

* As of May 2018, one single pan-European set of rules for the
protection of personal data

* Personal data # non-personal data or anonymised data

* Any transfer of personal data outside the EU is subject to the same
level of protection

* All data subjects will have a right to personal data portability

> Data flows globally

» Trade negotiations with third countries to follow
separate tracks
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Specificities of Health Data

 Health sector is one of the most data-intensive sectors

 Heterogeneous data: free text, images, (streaming) sensors, lab and
genomics data etc.

* Almost all data processed in this sector could be considered as
personal data

* Issues specifically relevant for health data:
* Access to and portability of data

* Data security, trust and interoperability
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1. Free Flow of Data (l)

The data localisation problem

| — Around 50 restrictions - legal and administrative rules
f identified so far

Restrictions yet to be discovered (e.g. regulatory
practices, public procurement requirements)

Strong perception by businesses and public sector
organisations of the need to localise data in a
particular Member State, including perceived threat of
unfavourable regulatory scrutiny if data is not stored
and processed locally
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1. Free Flow of Data (ll)

OBJECTIVE
Removing data localisation restrictions except if they
are required for national security and similar objectives

POSSIBLE ACTIONS

» Structured dialogues with the Member States and
other stakeholders

» Followed by, where needed and appropriate,
infringement proceedings and if necessary, further
initiatives on the free flow of data
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2. Data access and transfer (l)

* Limited access to data: organisations tend to analyse data
only in-house and keep data to themselves, creating data
silos

* Lack of comprehensive policy framework for the economic
utilisation, re-use and tradability of machine-generated data

 When contract is king, there is risk of unfair standard
contract terms imposed on weaker parties

* Data silos hamper innovation
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2. Data access and transfer (ll)

OBJECTIVE
Making machine-generated data more accessible for businesses to
boost innovation and the digital economy

POSSIBLE ACTIONS

» Guidance on data sharing

» Foster technical solutions to identify and exchange data
» Default contract rules

» Access for public interest and scientific purposes

» Data producer's right

» Access against remuneration
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3. Data portability, interoperability and standards

* GDPR doesn't apply to non-personal data

* Portability of non-personal data could foster innovation/
new services and stimulate competition

* Portability should be easier and cheaper in B2B contexts

* Interoperability of services, technical standards

POSSIBLE ACTIONS

»Recommended contract terms to facilitate switching
» Developing further rights to data portability

» Improving technical interoperability and sector-specific
standards
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4. Liability in the context of loT
and autonomous systems

* Internet of Things (loT) and autonomous systems combine
hardware, software & data from many market players,
making it difficult to identify who is responsible

* Legally difficult to qualify as either products or services

e Established concepts & principles possibly not fit for
purpose

POSSIBLE ACTIONS

» Defining responsibilities according to how a risk is
generated or how it is managed

» Considering voluntary or mandatory insurance
schemes



] Data Economy

" | 5= Commission Addressing current barriers

5. Experimentation and testing

* Important part of the exploration of the emerging issues of

data economy
* Dedicated trials should be organised for testing possible

solutions

12
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Public Consultation

 Communication and Staff Working Document on European
Data Economy published on 10 January 2017
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* Public consultation open until 26 April 2017 on:

—  Free flow of data

How much do
data localisation N
restrictions limit — Portability

your business? — Liability (loT and robotics)

— Access to and transfer of data

5 §: Eotenon bit.ly/DataConsultEU #dataeconomy

e Studies to gather further evidence
13
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Health Data - opportunities and challenges (l)

Wealth of data

» significant market opportunities for European companies, high
quality jobs/growth by combining ICT and healthcare

» data from diverse sources, across sectors and borders to create
new products and services

» free flow of data supported by standards and interoperability,
to allow powerful data analytics to discover patterns that can
lead to new preventive, diagnostic and therapeutic approaches

14
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Health Data - opportunities and challenges (ll)

Personal data

VVVVY

individuals have fundamental rights that need to be respected
both technical and legal means available to protect individuals
privacy-preserving technologies

Personal Information Management Spaces (PIMS)

striking the balance between anonymisation, data protection and
need for tracing back individuals

15
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H2020 projects — AEGLE

AEGLE - An Analytics Framework for Integrated and Personalized
Healthcare Services in Europe
e aims at improving translational medicine and at facilitating
personalised and integrated care services
* 3 scenarios:
» Chronic Lymphocytic Leukemia (CLL)
» Intensive Care Unit
» Type 2 Diabetes
* phenotypic data, personal genetic profiles, biosignals, clinical
data, laboratory data etc.
* local analytics > anonymisation, aggegation > visualisation, APIs >
services, products, scientific work

16
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H2020 projects — My Health My Data ()

The problem: Clinical data are very sensitive

Clinical data are valuable to:

« Self (personalised medicine)

« Other Patients/Society (medical research)
« Companies (pharmaceutical, life style, ...)

How to reconcile?

17
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H2020 projects — My Health My Data (ll)

The solution:

« Clinical sources feed medical records into personal
distributed data repositories

« Repositories are protected with state of the art
encryption/security

« Data subjects define access conditions that can be
revised at will and store these on blockchain

- All data requests from third parties are logged on
blockchain, checked against access conditions and acces
(granted or not) also logged

« Withdrawals of consent notify all logged users

18



=\ e H2020 Big Data Call for proposals (I)

| === Commission

Topics

ICT-14 Cross-sectorial and cross-lingual data integration and
experimentation (Innovation Action) - Budget 27 ME

ICT-15 Large scale pilot actions in sectors best benefitting from
data-driven innovation (IA) - Budget 25 M€

ICT-16 Research addressing main technology challenges of the
data economy (Research and Innovation Action) - Budget 31 M€
ICT-17 b) Benchmarking and evaluation (1 RIA) - Budget 2 M€
Inducement Prize: Ground-breaking Horizon Prize on Big Data
technologies - Budget 2 M€

« Call open until 25 April 2017

« At least three legal entities independent of each other

« Each of the three must be established in a different EU
Member State or Horizon 2020 associated country

19
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ICT 14 a) Data Integration activities

« Innovation Actions addressing cross domain/cross-
lingual data integration challenges of EU industries
arranged along data value chains.

« Wide range of technical issues to be tackled (i.e. data
models, entity identifiers, standards, multilingual
support, brokerage schemes, data quality, privacy,
etc...)

« Indicative project size: 1-3 MEUR
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Further information (l)

Press Release "Commission outlines next steps towards a European data
economy":
http://europa.eu/rapid/press-release IP-17-5 en.htm?locale=en

Communication "Building the European Data Economy”
https://ec.europa.eu/digital-single-market/en/building-european-data-
economy

Staff Working Document accompanying the Communication
https://ec.europa.eu/digital-single-market/en/news/staff-working-
document-free-flow-data-and-emerging-issues-european-data-economy

Public consultation on Building the European data economy
https://ec.europa.eu/digital-single-market/en/news/public-
consultation-building-european-data-economy 21
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Further information (ll)

Ongoing H2020 projects on privacy-preserving technologies
http://cordis.europa.eu/programme/rcn/700391 en.html

Currently open Big Data Call for proposals
https://ec.europa.eu/digital-single-market/en/news/information-and-

networking-days-horizon-2020-big-data-public-private-partnership-
topics-2017

saila.rinne@ec.europa.eu
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